Security Advisories
Publishing Policy

When a critical severity security vulnerability is discovered and resolved, we will inform customers through the following mechanisms:

® We will post a security advisory on Security Advisories at the same time as releasing a fix for the vulnerability.
* We will send an email copy of all critical security advisories to the technical contacts we have in our database.

If you want to track non-critical severity security vulnerabilities, you need to monitor the issue trackers for the relevant products on https://jira.xpand-it.com/,
for example, https://jira.xpand-it.com/browse/XRAY for Xray for Jira Server and Data Center. Security issues are marked with security
labels: security_vulnerability_critical, security_vulnerability_high, security_vulnerability_medium, security_vulnerability_low).

All security issues will be listed in the release notes of the release where they have been fixed, similar to other bugs.

Advisories

® Security Advisory 2020-04-24 - Xray for Jira Server and Data Center
® Security Advisory - July, 2021
® Security Advisory - March, 2022

List of Know Security Vulnerabilities for Xray

Key Summary T Created Status Affected Verkign/s Labels
Version
Is

XRAY-  Xray Traceability Report showing Test Executions from a May 29, CLOSED 411 2020-07-06

5794 projects the user has no permission to see 2020 security_vulnerability_medi
um

XRAY-  Site-wide CSRF protection a Nov 27, CLOSED R3.5.3 4.1.0 2020-07-06 ignore_ait

4740 2019 security_vulnerability_high

XRAY-  Stored XSS at Xray Server in Test Execution issues by a Sep 25, CLOSED 4.2.0 igcv

6479 Assignee name 2020 security_vulnerability_low

XRAY- XSS in Issue Type Mapping configuration through Issue u Sep 25, CLOSED 4.2.0 igev

6477 linking 2020 security_vulnerability_low

XRAY-  Stored XSS at Xray Server in dashboard by Tests List n Sep 25, CLOSED 4.2.0 igcv

6474 Gadget 2020 security_vulnerability_low

XRAY-  Stored XSS in Tests List Gadget u Sep 25, CLOSED 4.2.0 igcv

6473 2020 security_vulnerability_low

XRAY-  Stored XSS in Test Plan Board & Test Repository By "JQL u Sep 25, CLOSED 4.2.0 igev

6472 Search" 2020 security_vulnerability_low

XRAY-  Stored XSS at Xray Server in [Execution Defects] by a Jan 08, CLOSED 4.2.3 4.2.7 ignore_ait

6940 [Create Sub-Task notification] 2021 ignore_coverage
security_vulnerability_medi
um

XRAY-  Stored XSS in Test issue By [associated Test Executions n Nov 27, CLOSED 4.2.3 4.25 ignore_ait

6823 message] 2020 security_vulnerability_medi
um

XRAY- XSS - Test/Test Plan - through creation of new test u Oct 29, CLOSED 4.2.3 ignore_ait

6672 execution 2020 security_vulnerability_medi
um

XRAY- XSS - Test Repository/Test Plan - Filter - through "Contains n Oct 29, CLOSED 4.2.3 ignore_ait

6670 Text" 2020 security_vulnerability_medi
um

XRAY-  Stored XSS at Xray Server in [Pre-Condition issue] By u Oct 20, CLOSED 4.2.2 ignore_ait

6619 [Summary Test issue] 2020 security_vulnerability_low

XRAY-  Stored XSS in Test issue - Execute in n Oct 20, CLOSED 4.2.2 ignore_ait

6618 2020 security_vulnerability_low
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XRAY-  Stored XSS at Xray in Test Case Importer
6617

XRAY-  Stored XSS on Test Execution by [Filter Error message]
6616

XRAY-  Stored XSS at Xray in Test issue by Import Steps issue
6615

XRAY-  Stored XSS at Xray in Test issue by Import Steps issue
6612

XRAY- XSS through test component on test runs lists gadget
6552

XRAY- XSS through test type
6502

XRAY-  Stored XSS on XRay Server on XRay Report via "Saved
6475 Search"
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