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Overview

This article provides background information on Risk-Based Testing (RBT) and its foundations on Risk Management concepts, which will be briefly
presented and clarified.

RBT is an approach used by testing teams whose focus is on assessing risks and how to handle them, from a testing perspective.

Since Xray v3.4, you may take advantage of some built-in capabilities in order to leverage RBT in your teams.

Performing RBT with Xray

Xray can be used to perform Risk-Based Testing, giving you all the flexibility to tailor it to your team's needs and implement RBT successfully.

Xray is not dependent on any risk management app nor does it provide in itself risk management capabilities. In other words, it's up to you how to define
risk and how to manage it.

The first step is to decide where to set the risk (i.e. on requirements, Tests or at project level); that will affect how you will implement the related fields and
how you will use Xray during RBT.


https://docs.getxray.app/display/XRAY340/Risk-Based+Testing
https://docs.getxray.app/display/XRAY340/Risk+Management

For risk management you need to choose if you're going to use a specific app (e.g. Risk Management for Jira, Risk Register) or not; using Jira or a generic
customization app (e.g. Jira Misc Custom Fields, ScriptRunner,etc ) can be enough for risk identification and analysis.

After you have decided where to set the risk and how, and configured properly, you may perform RBT and use Xray to assist you.

@ Learn more

If you're new to Risk Management and RBT, please check the Risk Management article.

Where to set the risk

As long as you are able to define a sort-able value for the risk as a custom field in either cover-able issues (e.g. "requirements"/stories) or Test
themselves, then you will be able to select and rank Tests for execution, based on risk level. If you have identified global risks at project level as issues,
and those risks can be mitigated somehow by testing, then you can also use RBT with them.

Thus, you may define risks (and the corresponding risk level as a sort-able custom field on the related issue) at:
® Test level
® requirement/story level, or any other issue type that can be covered with test cases (i.e. configured as "requirement issue types" on "Issue Type
Mapping" settings).
® project level, using a specific issue type
Each approach has it's own usage scenarios and pros/cons. Throughout this article, most of the examples will be based on risks defined at Test level.

Depending on your approach to Risk Management and to RBT, you will need to configure risk related fields as explained in the configuration section ahead.

RBT related activities

The whole RBT process has many activities and Xray can be used along the way.

This section provides a brief overview of some of them giving special focus on sorting and ranking Tests using the risk level as input; however, there's a lot
more than that.

Defining impact, probability and risk level
For a given identified risk, during Risk Analysis you need to define impact and probability, as a means to calculate the risk level.

Thus, impact and probability are mostly temporary values used to calculate the risk; they can be assessed early and updated if needed during
Risk Monitoring and Reviewing.

Where and how you define impact and probability fields depends on your approach, including how your fields will be implemented.

The following screenshots show risk being defined at different levels, while also using different tools to implement them.


https://confluence.xpand-it.com/display/public/XRAY/Issue+Type+Mapping#IssueTypeMapping-IssueTypeMapping
https://confluence.xpand-it.com/display/public/XRAY/Issue+Type+Mapping#IssueTypeMapping-IssueTypeMapping
https://apps.xpand-it.com/confluence/pages/viewpage.action?pageId=265027637#id-7.PerformingRisk-BasedTesting(DRAFT)-RBTatdifferentlevels
https://apps.xpand-it.com/confluence/pages/viewpage.action?pageId=265027637#id-7.PerformingRisk-BasedTesting(DRAFT)-SetupandConfiguration
https://apps.xpand-it.com/confluence/pages/viewpage.action?pageId=265027637#id-7.PerformingRisk-BasedTesting(DRAFT)-RBTProcess
https://docs.getxray.app/display/XRAY340/Risk+Management
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Adding Tests to a Test Execution/Test Plan/Test Set, sorted by risk level

Risk defined at Test level

Add Tests to Test Execution CALC-3702 Assignee | Issue Assignee -
Select Search JQL
Filter(s) ~
Columns ~
Proi —
roject | Search Ql
Calculator (CALC) x - Issue Type Key Summary Priority Impact
. Restore Defaults
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- B CALC-1202 CanAddNumbers Q 4
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¥ Priority
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Whenever adding Tests to an existing Test Execution/Test Plan/Test Set, you may choose to show the impact, probability and risk level related fields.

Tests can be ranked on descending order of risk level, so the ones related with higher risks can be addressed first; you may also sort Tests by impact or
probability if you want.

To sort a column (i.e custom field) by descending/ascending order, just click on the column name.

Issue Type Key Summary Priority Impact Probability ‘%sk Level
0] CALC-3703 ability to perform clear / start new operations from scratch @ 4 4 L5: Severe
0] CALC-1202 CanAddNumbers QQ 4 2 L3: High
0] CALC-1203 CanDoStuff Q 4 1 L2: Medium
0] CALC-3706 check the history of operations @ 2 1 L1: Low
Showing 1 to 4 of 4 entries First Previous 1] Next Last

On the left side, you may use filters on the impact, probability and risk level fields. Filtering by risk level is essential but filtering by other related files may
prove to be useful.
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The way filters are shown depends on their type (i.e. the type of the custom field); therefore, it's important to setup these fields properly.

Risk defined at requirement or at project level

If risk is defined at requirement or project level then we need to first sort these entities by risk level; only then we may obtain related Tests based on the
previous sorting.

How to perform this exactly?

® use saved filters to group requirements with similar risk level
1. create several issue filters, each one grouping requirements (or project level risks) having the same risk exposure. Using a nomenclature
for the saved filters can help you out (example: "risks_low", "risks_medium", "risks_high")
. obtain the related tests using JQL. Example: issue in requirementTests("risks_high")

2
3. add tests, group by group, by descending order of risk; whenever adding tests you may sort them by an additional criteria (e.g. Priority),
including risk explicitly associated to it
® or use a calculated field on Test issues to perform the risk calculation using the risk level(s) of the associated requirement(s). By having this field

"replicated"” on the tests themselves, will ease handling of test cases during RBT as it will be similar to handling "Risk defined at Test level."
Please see ahead a configuration example using ScriptRunner app.

Sort and re-rank Tests in a Test Execution by risk level

Risk defined at Test level

A Test Execution contains a list of tests to be run accordingly with their ranking (i.e. which you may see in the first column, named "Rank").


https://apps.xpand-it.com/confluence/pages/viewpage.action?pageId=265027637#id-7.PerformingRisk-BasedTesting(DRAFT)-UsingScriptRunnerapp
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4 Rank Key Summary Test Type #Req #Def Assignee Risk Level Status
=] 1 CALC- check th? NSO Manual 0 0 Administrator | L1: Low | SR
3706 of operations
ability to perform
(=] 2 CALC- clear /‘slan "W Manual 0 0 Administrator | L5: Severe | SR
3703 operations from
scratch
CALC- . . .
(8] 3 1202 CanAddNumbers ~ Generic 1 0 Administrator | - L3: High | S
(8] 4 ;AOLOC. sample test Manual 0 0 Administrator | - L3: High | S
CALC- . . .
] 5 1203 CanDoStuff Generic 0 0 Administrator | L2: Medium TODO » bt
Showing 1 to 5 of 5 entries First Previous . Next Last

Tests may be visually ordered ascending/descending by clicking on the column name; this won't affect their ranking, which is the one used as the effective
order to run the tests.
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Showing 1 to 5 of 5 entries First Previous . Next Last



If you want to make this order permanent, by setting the rank accordingly, then you can choose "Apply Rank."
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Cancel
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B~ Show| 10 %] entries Columns v
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o 2 1202 CanAddNumbers ~ Generic 1 0 Administrator | - L3: High
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Showing 1o 5 of 5 entries First Previous [ill Next Last

Note that you may also sort and re-rank Tests by impact or probability, if you want.

Risk defined at requirement or at project level

If you have a custom field at Test level that "inherits" (e.g. copies or computes) the risk level from the parent issue (e.g. requirement/story or project level
risk issue) then you can follow the previous instructions described for risk defined at Test level.

Otherwise, there is not yet a straightforward solution.

Sort and re-rank Tests in a Test Plan/Test Set by risk level
As of v3.4, Xray does not yet provide a way to perform sort and re-ranking on Test Plans or Test Sets based on specific custom field.

However, if you add Tests to an existing Test Plan/Test Set and you order them by risk level in the dialog before they're actually added, the Tests ranking
in the destination entity will take into account that order.

There, one workaround/"hack", for now, would be:



1. create a dummy enti

just for containing the list of tests (e.g. by cloning it or by creating a dummy Test Set with those Tests)

Clone issue: CALC-2799

Summary” | CLONE - tset

Create | Cancel

2. remove the Tests from the original Test Plan/Test Set, as shown in this example for a Test Set

Create Test Add Tests
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Show entries
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v 1 CALC-1203
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Showing 1 to 5 of 5 entries
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First Previous . Next Last

3. search the Tests, using JQL or filters to obtain the previously saved list of Tests from the temporary entity and sort the Tests by Risk Level

Add Tests to Test Set CALC-2799

Select | Search

Filter(s) «

Project
Calculator (CALC) X

Test Type

Choose the Test Type
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Test Set
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——
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4. add Tests back to the original Test Plan/Test Set
Calculator / CALC-2799

tset

# Edit () Comment Assign = More ~ Start Progress =~ Resolve Issue = Close Issue Admin ~

Details
Type B Test Set Status (= (View Workflow)
Priority: A Major Resolution: Unresolved
Affects Version/s: None Fix Version/s: None
Component/s: None
Labels: None
Test Set Status: No tests
Description
Click to add description
Tests
Create Test Add Tests
=+ Show[ 100+ |entries Columns +
Key Summary Risk Level
1 CALC-3703 ability to perform clear / start new operations from scratch L5: Severe b
2 CALC-1202 CanAddNumbers L3: High b
3 CALC-3700 sample test L3: High o
4 CALC-1203 CanDoStuff L2: Medium o
5 CALC-3706 check the history of operations L1: Low A
Showing 1 to 5 of 5 entries First Previous [l Next Last

These instructions assume that Risk is defined at Test level; if it's defined at requirement or project level, then it would need to be adapted accordingly
depending on your implementation.

Analyzing overall requirement coverage by risk level

Risk defined at requirement or at project level

If you have assessed risks at requirement or project level, then Xray offers you the possibility of analyzing coverage by risk level (and even by impact and
probability). This is supported as long as those fields are "Select List (single choice)" based; number or text based custom fields are not supported for
grouping purposes.

What you can use this for?

® analyze the coverage status by risk level (e.g. How are my "Severe" level requirements/stories in this version? And in this environment? Are they
all OK? Are some NOK due to failed tests?)

* find important uncovered requirements (e.g. Are all my requirements/stories with a high risk covered with test cases?)

® know where you should spend your focus, i.e. prioritize your effort (e.g. "if all the more risky requirements have been addressed first")

Overall Requirement Coverage Report

The Overall Requirement Coverage Report allows visually grouping of requirements by custom fields, thus you may easily group by risk level related field,
for example.
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The report also allows you to drill-down on the bar and thus see exactly which requirements have that risk level, for example, and that are on that specific
coverage status (e.g. "OK"). This can be quite handy to evaluate the completeness and the failed tests, especially if the requirement is NOK.

Overall Requirement Coverage Report switch report -

Scope: version; Version: v3.0; Environment: All Environments + Risk Level ~ Filter ~ u How to read this report

W OK [ NOK Not Run " Unknown [ Uncovered
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Show entries
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Ke: Summal Total Tests Tests Tests Completeness
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“Showing 110 1 of 1 entries First Previous W] Next Last

Overall Requirement Coverage gadget

If using the Overall Requirement Coverage gadget, then you need to pick a project (and not a saved filter) as the data source; only then Group By will
allow you to select specific custom fields to group your requirements, such as the Risk Level related custom field.



Overall Requirement Coverage: (v3.0) &
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«
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() Flat Requirement Presentation
Execution Scope | Version 5
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Test Plan Key
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Save Cancel
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Requirements List gadget

The Requirements List gadget may be used to show just the coverage status, completeness and information about the passed/failed tests of requirements
having a certain risk level. Thus, it is a great way to track the actual consolidated progress of your requirements/stories.

As this gadget does not provide a grouping mechanism, you need to instantiate it multiple times configuring each instance with a different filter for picking
only the requirements having a certain risk level.



Requirements List: RR_risks_high - (No Version)(All Environments)

Custom Title:

[} Use a custom title

Saved Filter: RR risks high
RR_risks

RR_risks_extreme

RR_risks_high

Project X
RR_risks_low

RR_risks_medium
A

Execution Scope @ Version v

Choose the Execution Scope to analyse the requirements

Test Plan Key

Analysis Version No Version s

Choose the project Version to analyse

Test Environment | All Environments v

Choose the Test Environment to analyse

Requirement Status OK
NOK
NOTRUN
UNKNOWN

Choose the requirement status to analyze

Requirements List: RR_risks_high - (No Version)(All Environments)

Key Summary Status Fix Version Total Passed Failed Others Completeness
CALC-4665 replacing relational database with a NoSQL one for authentication 2 1 0 1 -:|
CALC4664 replacing AngularS [ UNCOVERED | 0 0 0 0

Showing 10 2 of 2 entries First Previous [l Next Last

Requirements List: RR_risks_medium - (No Version)(All Environments)

Key Summary Status Fix Version Total Passed Failed Others Completeness.
CALC-4663 opensource library dependency | UNCOVERED | 0 0 0 0 0%
Showing 1 to 1 of 1 entries First Previous [l Next Last

Analyzing testing results by risk level

Consolidated results

None of the following gadgets provide a grouping mechanism, thus you need to create multiple instances of them configuring each one with a different
filter for picking only the Tests having a certain risk level.

Whenever analyzing the consolidated results, you may evaluate how your Tests are on a specific project version or just present their latest results (no
version specified in the "Analysis Version" configuration field).

@ Please note

Coverage calculation in Xray takes into account the testing results. Therefore, it's possible to indirectly analyze it by looking at the requirements
and their coverage status.

Overall Test Results gadget



Overall Test Results: tests_

Custom Title:
() Use a custom title
TestFilter No Filter selected
tests_risk_
tests igl

tests_risk_low
Execution Scope .
tests_risk_medium
tests_risk_severe d
Project  tests_risk_very_high

Choose the project Version to analyse

Analysis Version V3.0 a
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Refresh Interval: | Never v

How often you would like this gadget to update

Save Cancel
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&
@
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Tests List gadget



Tests list: Tests with Risk Severe +E

Custom Title:  Tests with Risk Severe

¥ Use a custom title

Saved Filter:  No Filter selected

I tests_risk_| |

tests_risk_high

tests_risk_low

Execution Scope .
tests_risk_medium

tests_risk_severe quirements

Project  tests_risk_very_high
Choose a Jira project

Test Plan Key

Analysis Version v3.0

«~

Choose the project Version to analyse

Test Environment | All Environments

«

Choose the Test Environment to analyse

Test Component | a

«

Choose the project component to analyze

Test Priority: | All

«~

Choose the Test Priority
Number of results: | 10
Number of results to display

Refresh Interval: | Never

«

Tests list: Tests with Risk Severe

Key Summary Components Status
CALC- ability to perform clear / start new operations fr...
3703
Showing 1 to 1 of 1 entries First Previous - Next Last

Tests list: Tests with Risk High

Key Summary Components Status
CALC-  sample test
3700
CALC- CanAddNumbers
1202
Showing 1 to 2 of 2 entries First Previous - Next Last

Tests report (legacy report on project tab)

The legacy Tests report, available on the project tab, can be configured to show additional sortable columns. Thus, you may add the risk level related field
(or others) and sort by it.



- Calculator Tests
Calculator Board Enhanc... =

& Backlog Fix Version Filter Component Filter Test Environment Version Analysis
[ Active sprints Al v v Q  Clear Al v V30 >
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'= Risks CALC-4617 Test story1 - t2 Manual o
© Addons CALC-4616 Test story1 - t1 Manual &
Showing 1 to 10 of 1,258 entries

Note: this report is still a bit limited, so no advanced/flexible filtering mechanisms are available.

Finding out defects related with certain risk levels

As your testing progresses, you may find certain defects along the way that you have to manage. You should classify your defects or even deal with them
as risks.

Anyway, you'll need to find defects related with certain assessed risks, no matter at what level they where identified, so you can decide how to proceed or
treat them.

Xray provides several JQL functions that can be used to obtain these defects. Remember to complement your JQL query so you can find only the defects
you want (e.g. the ones assigned to a certain AffectsVersion, for example).

Examples of JQL queries:
® risks defined at requirement or project level
© issue in defectsCreatedForRequirement("risks_severe") and ...

® risks defined at Test level
O jssue in defectsCreatedDuringTesting("tests_risk_severe") and ...

Track and/or disallow changes on "requirements" and in test cases

In order to avoid unecessary risks or at least mitigate them, you may enforce reviewing on requirements and even on test cases. Since they're issue type
based, you may apply Jira workflows on them and/or set them read-only. This can be extended to Test Plans and any other issue types used by Xray.

Usage examples:
® upon a change on a "requirement"/story, enforce related Tests to be rewiewed (i.e. transition the related Tests to a specific workflow status).
Check ScripRunner implementation example
® set "requirement"/story related issue to read-only on a specific workflow transition, to ensure no changes are made without being reviewed; in
order to make changes, require a specific workflow transition to be made; to implement this you just need to configure the related Jira workflow

® enforce workflows on Test and Pre-Condition issues, to make sure the specification is reviewed. More information about using workflows on Xray
entities, here

Note: all changes are tracked, directly on the respective issues; in the case of Test Runs, changes also get tracked on the related Activity section.

Use different Test Plans based on Risk level
Xray gives you the ability to create one or more Test Plans if you wish to manage and track the testing progress for different tests independently.

Therefore you may create, for example, one Test Plan containing all the Tests related with with the highest risk level items and distinct ones for the other
risk levels; on each Test Plan you may further prioritize Tests.

If you have multiple Test Plans, and since they're issues, you may priorize them in the current Sprint or Kanban boards. You can also "label" these Test
Plans somehow to distinguish their relative relevance; you may use Jira's native Priority field for this as it comes by default and fulfills this purpose.

Setup and Configuration


https://confluence.xpand-it.com/display/XRAY/Extending+and+integrating+with+Xray+using+ScriptRunner#ExtendingandintegratingwithXrayusingScriptRunner-Reopen/transitionlinkedTeststoarequirement
https://confluence.xpand-it.com/display/XRAY/Using+Jira+workflows+for+testing+purposes

In order to start with RBT, you have to configure the risk management related fields. You may use Jira built-in capabilities or use a risk management or
even a customization app instead.

Either way, later on, we would recommend using saved filters as a way to quickly obtain Tests or the issues where the risk is being defined on.

Configuring saved filters

Risk at Test level

If you're adopting risk at Test level, you may create several saved filters (e.g.
"tests_risk_low", "tests_risk_medium", "tests_risk_high", "tests_risk_very_high", "tests_risk_severe") as this can later be quite useful, namely for using

within gadgets or reports.

tests risk h|gh Saveas Details % 2 share W Export~  %¥ Tools v
(] project = CALC AND issuetype = Test AND "Risk Level" = "L3: High" ® Qq ] Basic =~
12025 Columns
T  Key Summary P  Status Created Updated Risk Level Risk Impact Probability
B CALC-3700 sample test @ OPEN  (06/Feb/19 03/May/19 L3: High 9 G &
B CALC-1202 CanAddNumbers @ OPEN  18/Apr/17 03/May/19 L3: High 8 4 2
1-20f2 'S

Risk at requirement or at project level
If you're using adopting risk at requirement/story or at project level instead, you may follow a similar approach to group those issues by risk level.

Create a set of filters, each one related with a different risk level. Using a nomenclature for the saved filters can help you out. Example: "RR_risks_low",
"RR_risks_medium", "RR_risks_high", "RR_risks_extreme".

RR_riSkS_high Saveas = Details # 2 Share  'Exportv % Tools v

(] project = CALC AND issuetype = Risk AND exposure = High @ Q ] Basic =.

1-20f2 % Columns
T Key Summary P Status Created Updated RR: Impact RR: Probability Exposure
CALC-4665 replacing relational database with a NoSQL one for authentication A OPEN  03/May/19 03/May/19 Major Almost certain [ HiGH ]
CALC-4664 replacing AngularJS A OPEN  03/May/19 03/May/19 Catastrophic Very likely [ HicH ]
1-20f2

To make our life easier, we may also use saved filters to group Tests by the indirectly associated risk revel, using JQL and the requirementTests()
function.

tests_from_requirements_risk_high saveas Details * 2 share  W'Export~ 3 Tools ~

@ issue in requirementTests(RR _risks_high)

1-20f2 5 Columns
T Key Summary P Status Created Updated
B CALC-4667 authenticate with an unauthorized user (e.g. invalid, blocked) A  OPEN  03/May/19 03/May/19
[ CALC-4666 authenticate with a valid user @ OPEN  03/May/19 03/May/19

1-20f2 'S

You won't need these pre-created filters to pick tests sorted by risk level whenever adding Tests to a Test Execution/Test Plan as you may write JQL query
inline; however, they will be required if you aim to filter out Tests in gadgets and in reports by the related risk level.

Configuring Risk, Probability and Impact

The first thing you have to do is to configure risk (level), probability and impact. Xray does not provide any of these fields; thus, you have to either
configure them by yourself or use an app to assist you with that.

The only thing that you'll need in the end is the risk level related one because that's the one you will use to pick tests sorted by risk and to execute them
by that order.



https://confluence.xpand-it.com/display/public/XRAY/Performing+Risk-Based+Testing+%28RBT%29+with+Xray#PerformingRisk-BasedTesting(RBT)withXray-ConfiguringRisk,ProbabilityandImpact

Risk, probability and impact may be configured as "Number," "Text Field (single line)" or "Select List (single choice)" based custom fields.

Always have in mind how sorting works for that field as this is critical for RBT.

@ Please note

"Number" based custom fields are naturally sortable and thus are the easiest ones to implement; however, they're not very user-friendly.

If you use "Text Field (single line)", note that the sorting will be based on text/string comparison (thus, for example, the text "Medium" will be
greater than "High.") In this case, you may add a prefix in order to guarantee the correct order (e.g. "L2: Medium", "L3: High"). Using "text
fields", namely for the risk level, may be tricky as it will make it harder to search for them; thus, we don't recommend their usage.

On the other hand, "Select List (single choice)" based fields have options (i.e. well-defined possible values) along with a respective order;
therefore, this order will be the one used whenever ordering issues by this type of fields. "Select List (single choice)" fields are also easier to use
during filtering, as you don't have to type their values by hand, besides giving you the ability to filter by multiple values at the same time.
However, if you decide to configure your risk level as a "Select List (single choice)" field, you'll need to do some additional work to calculate it
based on the probability and impact fields.

Note that an empty value (i.e. None) for these fields will have a higher ranking than all other options; thus, you may set an additional option (e.g.
N/A) as the first/lowest ranked one and set it as the default value.

1 Disclaimer

All configuration examples, including related source-code, provided herein using apps from other vendors are just informative and need to be
evaluated properly, considering also performance impacts among other. We don't provide support for these apps neither for their configuration.

Using Jira natively

Jira can be used to define risk, probability and impact; however, notice that Jira does not provide an out-of-the-box solution for calculating the value of a
field (i.e. risk level) based on the values of other fields. You'll need to either make a custom development for that or use an app to help you out.

Whenever creating fields, please have a look at the previous note on their types. We advise you to set this first in a testing environment to make sure it
works as expected and covers the needs of the teams adopting RBT.

After choosing the type of fields you'll need, adding/creating them is straightforward; this can be done right from the issue screen using Admin > Add field.



solve Issue = Close Issue Admin ~

Add field

3 Permission helper )
ution: Notification helper
yrsion/s: None

Add Field

Name" Ilmpact = ]

Search for an existing field, or name a new one.

.CLRICIC Cancel

It can also be done from Jira's administration, under Issues > Custom fields > Add custom field.

Administration Q Search JIRA admin 1

Applications  Projects Issues Add-ons User management System  Structure

|SSUE TYPES Custom fields | Add custom field

Issue types
Issue type schemes Name Type C
Sub-tasks Asset Text Field (single line)  Issue type(s): « AT Test Execut
Unique identifier of Device under test Global (all « AT Test Screer
WORKFLOWS issues) « Default Pre-Co
Workflows (General)
+ Resolve Issue
Workflow schemes « View Pre-Cond
« View Test Exec
SCREENS
AttributeX Text Field (single line) Issue type(s):
Screens (o]
Screen schemes
Begin Date Date Time Picker Issue type(s): « Al: Software Dt
Issue type screen schemes The planned start date ooe Screen
« Al: Software Dr
FIELDS Issue Screen
« Al: Software D

Custom fields
Issue Screen

Configuration examples
Impact/Probability

You may create a custom field "Select List (single choice)" based to store and manage impact and probability related fields. You may also use "Number"
based fields instead.

If you use a "Select List" then you need to make sure their option values are sorted in the right order and that their values are also alphabetically sorted in
the same way.



Configure Custom Field: Impact

Below are the Custom Field Configuration schemes for this custom field. Schem
differently for each project context or in a global context. Moreover, project level

e Add new context
* View Custom Fields

Default Configuration Scheme for Impact

Default configuration scheme generated by JIRA
Applicable contexts for scheme: Edit Configuration

Issue type(s):
Global (all issues)

Default Value: Edit Default Value

Options: Edit Options
« 0
e 1
e 2
e 3
e 4
In the previous example, 0 is redundant with having an empty value; thus, you may either set the default to be 0 (instead of "none") or remove the "0"
option.
Risk level

You may create a custom field, either "Number" or "Select List (single choice)" based, to store and manage your risk. A "Select List" may provide additional
benefits.



Select a Field Type Q select list

A This custom field will also be visible in 3 other projects.

Al Select List (cascading)
Standard 1 1¢12 |+ Choose multiple values using two select lists.
Advanced

Option 1 Select List (multiple choices)

Option 2 Choose multiple values in a select list.

Select List (single choice)

Select s A single select list with a configurable list of options.

& Find more custom fields Previous m Cancel

Configure 'Select List (single choice)' Field

Name’  Risk Level

Description
%
Options” [| I Add
L1: Low X
L2: Medium X
L3: High X
L4: Very High X
L5: Severe X

Previous m Cancel

No matter your choice, the risk level field won't be automatically calculated based on the probability/impact fields; you'll need to use a app or custom
development for that as shown in the next sections.

Using Risk Management for Jira app
Risk Management for Jira app provides a simple, yet flexible approach for risk management, allowing you to assess risks in your existing issues.

Integration with Xray is straightforward as this app uses custom fields for the probability and the impact (i.e "consequence”). The risk level (i.e. "risk
number") is also a custom field calculated automatically based on the previous ones.

Configuring fields

To configure Risk Management for Jira, go to Add-ons > Risk Management > Required > Custom Fields.


https://marketplace.atlassian.com/apps/5245/risk-management-for-jira?hosting=server&tab=overview

Add-ons User management System  Structure

RISK MANAGEMENT Custom Fields

About You must create two Custom Fields for the Propability and Consequence values.

Add-on info [ You can have the Add On create, add and configure the fields a
Configuration It is strongly recommended to use custom fields of type Select List. Number fields and text fields will

Template Guide probably work, but the behavoir is not documented and not supported.

Risk Index Value Guide

IaTuGE Teut DwopY

Probability Field" Manual Test Steps (Export)

NNNNN
REQUIRED .
@ Pre-Condition Type
Custom Fields Pre-Condition association wit
Probability
EXTENDED VALID
Column Order The Custom Field that holds the probability (Likelihood) value
pre v
Risk Colors Consequence Field" Epic Status
. . Epic/Theme
Risk Matrix Flagged
Searches Generic Test Definition
Impact
Tabs
ADVANCED The Custom Field that holds the Consequence (Impact) value
Labels Risk Number"
The Add On specific Custom Field (RiskManagementCalculatedNumberField or
Style RiskindexNumberField) that holds the calculated value of the Probabality and Consequence
Templates field.
Risk Index Value Save | Cancel

In the previous screen you can choose to reuse existing fields for abstracting the probability and the impact (they should be "Select List" based).

It can also create these fields for you as well, along with the risk level. Choose "Add Custom Fields" and the name for the impact (i.e. consequence),
probability and risk level (i.e. risk index) fields; please check "RiskindexNumberField" flag.

Add Custom Fields

You can have the Add On add the required custom fields to Jira and the Add On configuration.
Select a Field Screen Tab and specify names for the fields.

Leave the name input empty if that particular field should not be added.

Field Scren” | Al: Software Development Bug Scree
Field Tab

Al: Software Development Default Iss
Field Tab

Al: Software Development Resolve Is
Field Tab

AP: Software Development Bug Scre
Field Tab

Consequence Field  Risk Impact

State a name for the Custom Field that holds the Consequence (Impact) value

Probability Field  Risk Likelihood

State a name for the Custom Field that holds the probability (Likelihood) value

Risk Index Field Use RiskManagementCalculatedNumberField
© Use RiskindexNumberField (Recommended)

Risk Score

ADDED ] RISKINDEXNUMBERFIELD

State a name for the Custom Field that holds the Risk Index value

Save = Cancel



(D Please note

If you already had values for probability and impact/consequence, indexing will not recalculate the risk level, as the app uses a listener to
update it upon changes.

Using it

On issues having the impact/consequence and probability related fields, risk level (“"Risk Score" on the following example) will be updated upon update on
any of these fields.

6 Calculator / CALC-3706
check the history of operations

# Edit () Comment Assign  More ~ Start Progress = Resolve Issue = Close Issue Admin ~

Details
Type: B Test Status: =D (View Workflow)
Priority: @ Blocker Resolution: Unresolved
Affects Version/s: None Fix Version/s: None
Component/s: None
Labels: lixo
Impact: 2
Probability: 1
I Risk Score: (2) I

Within the Risk Matrix, issues can easily be found/searched as they're mapped to a cell and to a specific color, depending on their probability, impact
/consequence and calculated risk level.

% Risk Matrix

Updated: Today 1:16 AM (CALC-3706) | Issues:5 | Red issues:1 | | Green issues:2

==

=
=
=]

CALC-1203




In Xray, whenever adding Tests to a Test Execution for example, the risk level field (e.g "Risk Score") can later be used to sort Tests ascending
/descending; it can also be used as a filter.

Add Tests to Test Execution CALC-3702 Assignee | Issue Assignee N
Select Search = JQL
Filter(s) ~
Columns ~
Project
Calculator (CALC) % > Issue Key Summary Risk Probability Impact| Risk
Type Level ¥ Score
Test Type
B CALC-3703 ability to perform clear / start new operations from scratch L5: Severe 4 4 ((16))
Choose the Test Type 0] CALC-1202 CanAddNumbers L3: High 2 4
Contains text B CALC-1203 CanDoStuff L2: Medium 1 4 (4)
0] CALC-3706 check the history of operations L1: Low 1 2 (2)
Risk Score Showing 1 to 4 of 4 entries First Previous [l Next Last
between
2
and
16
The Risk Score Field for Risk Management
Hide Tests in non-executable Statuses Add selected  Add all (4) Cancel

Using Risk Register app

Risk Register app provides risk management at project level, by allowing you to create and manage Risks as issues.

(D Please note

Although it may be possible to assess risks in your existing issues by adding the fields to them, this seems to be an unsupported featured by
Risk Register; therefore we don't recommend using it, unless stated otherwise by the app vendor.

Risk Register app uses a set of custom fields (e.g. Impact, Probability, Exposure, etc) that will be created during its setup.

Configuring it

1. configure Risk Register (fields, screens, issue type)
a. configure global settings of the app (Add-ons > Risk Register > Settings), including the custom fields used by Risk Register, which are
always created (you may change their name afterwards). If you have existing custom fields with similar names, new ones will be created
(no existing fields will or can be reused).
You need also to define which issue type will be used to abstract the risk; Risk Register can create one for you (e.g. "Risk").


https://marketplace.atlassian.com/apps/5245/risk-management-for-jira?hosting=server&tab=overview

Administration & search JIRA admin
Applications ~ Projects Issues Add-ons User management System  Structure

Add-ons / Risk Register
ATLASSIAN MARKETPLACE Getting started

Find new apps
Manage apps Risk Register is an app that adds risk management features to Jira

The set-up for Risk Register involves two tasks:
APWIDE

Configure Projects

Application Schemes ¢, Adjust sef
Review the

and address any errors reported there. Read More.
Environment Categories

Environment Status
Applications 0 Add a risk register

Add a risk register to an existing Jira project. .. Read More
Environments

Environment Properties

Attributes After the above set-up tasks have been completed, you can create risks as you would any other type of Jira issue.

Teams

Roles Create Issue

Permission Schemes

RISK REGISTER Project” @ Aye Bee Cee (ABC) -

Getting started ——————m
Issue Type" | (0 Risk -|o

Risk registers _—

Task

Exposures

Risk model Next Cancel

Settings

Attribution

Applications ~ Projects Issues  Add-ons  Usermanagement System  Structure

ATLASSIAN MARKETPLACE A Risk Register - settings

Find new apps

Manage apps FIELDS ISSUE TYPE SCREENS CONTROLS TREATMENT WORKFLOW
APwiDE

Configure Projects
Application Schemes. RR: Impact
Environment Categories
Environment Status Residual Impact
Applications

Environments

Environment Properties RR: Probability

Attributes.

DN NN

Teams Residual Probability
Roles

Permission Schemes

/  Exposure
RISK REGISTER
Getting started
Risk registers /' Residual Exposure

Exposures

Risk model W/ Treatment

b. enable risk management for your project, either from the project settings "Risk register" section or from Jira administration > Add-ons
> Risk Register > Risk registers.
Project settings [

Summary A Risk Register N

on settings
Details
Re-index project @@ Enable risk management for project CALC
Delete project
Issue types
Issue type
Bug v The 'Risk' issue type is available in this project.
Capabity
Epic
? ./ Screens
Improvement This project uses the screen scheme 'Default Xray Test Screen Scheme' for 'Risk’ issues.
Initiative
New Feature \/ Fields
Pre-Condition All essential fields are visible in the ‘Default Field Configuration' field configuration.
Requirement
ResultSet o/ Workflow
Risk This project uses the workflow 'classic default workflow' for 'Risk' issues.
is
~ 13 more issue types
Workflows
Screens
Fields
Versions
Components
Administration & search JRAadmin &~ Back to project: Calcuator

Applcations  Projects  Issues  Add-ons  User management  System  Structure

ATLASSIAN MARKETPLACE A Risk registers —

Find new apps

Manage apps

Galculator
Apwioe

Gonfigure Projects
Applcation Schemes
Environment Categories.
Environment Status
Applications
Environments
Environment Properties
Atiributes

Teams

Roles

Permission Schemes
RISK REGISTER

Getting started

Risk registers.



2. in Xray, configure Risk as a "requirement issue type" (i.e. a coverable issue type that you can cover with test cases)

a. Some of the risks that you have identified during risk assessment may be covered with tests. Therefore, they can be handled similar to
"requirements” in Xray. Just go to your Jira administration > Add-ons > Xray > Issue Type Mapping and drag the Risk issue type to
the "Requirement Issue Types" column and save it. The project containing Risk issues must be enabled as a requirements project, either
from Jira administration > Add-ons > Xray > Requirement Projects or from the project settings page, within the Summary section,
using the action "Enable Xray Requirement Coverage."

Administration Q Search JIRA admin

Applications ~ Projects Issues Add-ons User management System  Structure

Issue Type Mapping

ATLASSIAN MARKETPLACE

Find new apps Requirements and Defects are two concepts commonly related to Tests. A Requirement represents a singular documented
represents an error, flaw, failure, or fault in a computer program or system that an incorrect or result, ¢

Manage apps types in organizations. The same issue type can be both a Requirement and a Defect.

APWIDE

Configure Projects A We recommend that you perform a re-index operation due to configuration changes.

Application Schemes
Environment Categories

Environment Status

Available Issue Types Requirement Issue Types Defect Issue Types
Applications Requirement [ Story [x} 0 Bug (]
Environments [) ResultSet New Feature Q
Environment Properties [ Initiative B3 Improvement Q
Attributes [5) Capability () Requirement [x]
Teams @ Risk [ Initiative [x)
Roles O Bug [ Capability o
Permission Schemes Epic -
RISK REGISTER E3 New Feature Epic Q
Getting started Task
Risk registers 3 Improvement

Using it
Some of the identified project level risks may be mitigated with tests while other ones may not.
For those that can, you may start by defining the "Risk assessment" related fields, including probability and impact, in the Risk issues (i.e. the ones whose

issue type is configured to be handled as risk).

Calculator / CALC-4665
e replacing relational database with a NoSQL one for authentication

# Edit ) Comment Assign  More ~ Start Progress = Resolve Issue = Close Issue Admin ~

Details
Type: ) Risk Status: D (View Workflow)
Priority: A Major Resolution: Unresolved
Affects Version/s: None Fix Version/s: None
Component/s: None
Labels: None
Description

Click to add description

Test Coverage +

Create Test Create Sub-Test Execution Link Tests

Version ~  None (latest execution)  ~ All Environments ~
Q EEED  Unresolved CALC-4666 authenticate with a valid user PASS
2 [P Unresolved CALC-4667 authenticate with an unauthorized user (e.g. invalid, blocked) _ TODO |

Risk assessment

I Specify Residual Exposure Risk register

RR: Probability: Almost certain RR: Impact: Major




Later on, we'll need to find these Tests based on the "exposure” of the associated/covered risk. To make our life easier, we may use saved filters to group
Tests by the indirectly associated risk exposure.

Create a set of filters, each one related with a different "Exposure” (i.e risk level). Using a nomenclature for the saved filters can help you out. Example:
"RR_risks_low", "RR_risks_medium", "RR_risks_high", "RR_risks_extreme".

RR_riSkS_high Saveas = Details

2 Share T Export v %¥ Tools ~

o project = CALC AND issuetype = Risk AND exposure = High

1-20f2 5 Columns
T Key Summary P Status Created Updated RR: Impact RR: Probability Exposure
CALC-4665 replacing relational database with a NoSQL one for authentication A OPEN  (03/May/19 03/May/19 Major Almost certain [ HiGH ]
CALC-4664 replacing AngularJS A OPEN  03/May/19 03/May/19 Catastrophic Very likely [ HiGH ]
1-20f2 'S

To obtain the related Tests, you can use JQL and the requirementTests() function.

Thus, lets say you want to obtain all Tests related with Risks with an "High" exposure in order to add them to an existing Test Execution; you can do as
follows.

Add Tests to Test Execution CALC-3702

Assignee  Issue Assignee =

Select Search JQL —=l

@JQL Search

issue in requirementTests("RR_risks_high")

Vz

Columns ~
Issue Type Key Summary v Priority
0] CALC-4666 authenticate with a valid user Q
0] CALC-4667 authenticate with an unauthorized user (e.g. invalid, blocked) A
Showing 1 to 2 of 2 entries

First Previous [} Next Last

The returned Tests may have different relevance; therefore, if you want, you may use a complementary field (e.g. "Priority") to sort them out.

If you wish, you may also assess Risk at Test level and define probability, impact and risk level on the Test issues. Then you may sort them by their
individual risk level.

Using Jira Misc Custom Fields app

Jira Misc Custom Fields (JMCF) is a popular app for implementing calculated custom fields very easily. IMCF provides a set of types that can be used, for
example, to implement Select List based fields (i.e. "dropdown").

If you already have JMCF, you may use it to perform the calculation of risk level.

Impact and probability may be created as standard Jira custom fields, using for example the standard "Number" or even "Select List (single choice)" based
fields; for those you won't need this app.

For the calculation of risk you may use a Calculated Single-select" field (recommended) or a "Calculated Number" field from JMCF.


https://marketplace.atlassian.com/apps/27136/jira-misc-custom-fields?hosting=server&tab=overview

Select a Field Type Q calculated

A This custom field will also be visible in 3 other projects.

All Calculated (scripted) Number Field (JMCF app)
JMCF A custom field type that displays a Number calculated using a

Groovy script. The custom field must be configured from the Custom
Advanced Fields page after creation.

Standard

Calculated (scripted) Single-select Field (JMCF app)

JMCF A custom field type that displays a single Option value calculated
using a Groovy script. Unlike a calculated text field, it allows for
custom ordering of values and guided search, and it can be used in
statistics dashboard gadgets. The custom field must be configured
from the Custom Fields page after creation.

Calculated (scripted) Single-User Field (JMCF app)

JMCF A custom field type that displays a User calculated using a Groovy
script. The custom field must be configured from the Custom Fields
page after creation.

€ Find more custom fields Previous m Cancel

1 After creating the calculated field, you'll need to perform re-indexing if your project already has values for probability and impact.

Calculating risk at Test level and storing it in a Calculated Single-select field
In this approach, we're using a Calculated Single-select field to present the risk level.

The first thing we need to do is filling out the possible options (e.g. "L1: Low", "L2: Medium", etc). Then we can specify the groovy script that is used to
calculate the value, that must be one of the predefined options.

Using a single-select field will ease the search of issues later on.

Calculated (scripted) Single-select Field powerea by - JMCF

A custom field type that displays a single Option value calculated using a Groovy script. Unlike a calculated text field, it allows for custom ordering of values and guided search, and it can be used
in statistics dashboard gadgets.
Help with this feature  Explore Documentation ~ Atlassian Community ~ Get support

Configure Custom Field: JMCF - Risk Level @
Below are the Custom Field Configuration schemes for this custom field. Schemes are applicable for various issues types in a particular context. You can configure a custom field differently for each project context or in a global context.
Moreover, project level schemes will over-ride global ones.
* Add new context
« View Custom Fields

T

Default Configuration Scheme for JMCF - Risk Level
Default configuration scheme generated by JIRA
Applicable contexts for scheme: Edit Configuration
Issue type(s):
Global (all issues)
Groovy Formula: Edit Groovy Formula i

The value of this field will be calculated using the following formula (Groovy script):
impact = issue.get("Impact")
probability = issue.get("Probability")

def risk
def level
if ((impact) && (probability)) {
risk = Double.parseDouble(impact) * Double.

Options: Edit Options
L1: Low

L5: Severe

Search Template: Edit Search Template
Multi Select Searcher
This is a global option for the field. Any change will be applied to all configuration schemes of this field.
Velocity Template: Edit Velocity Template
This field will be displayed using the default Velocity template.

Show on Edit Screen: () Never show on Transition and Edit screens
If checked, the field will not be visible on Edit and Transition screens even if added to them.



Groovy Formula for Risk (Level) using a Calculated Single-select Field

i npact = issue.get("lnmpact")
probability = issue.get("Probability")

def risk
def |evel
if ((inpact) && (probability)) {
ri sk = Doubl e. par seDoubl e(i npact) * Doubl e. par seDoubl e( probability)

} else {
risk = null
}
if ((risk>0) && (risk<4)) {
level = "L1: Low'
} else if ((risk>=4) && (risk<8)) {
level = "L2: Mediunt
} else if ((risk>=8) && (risk<12)) {
level = "L3: Hi gh"
} else if ((risk>=12) && (risk<16)) {
level = "L4: Very High"
} else if (risk==16) {
level = "L5: Severe"
} else {
level = null

}

return |evel

Using it

After creating the previous fields, you may use it, for example, in the dialog for adding Tests to an existing Test Execution; you can also easily filter issues
by risk level.

Add Tests to Test Execution CALC-3702 Assignee  Issue Assignee -

Select Search = JAL

Filter(s) ~
Columns ~

Project

- Issue Type Key Summary Probability Impact v JMCF - Risk Level
Test Type B CALC-3703 ability to perform clear / start new operations from scratch 4 4 L5: Severe

= B CALC-1202 CanAddNumbers 2 4 L3: High
Choose the Test Type B CALC-1203 CanDoStuff 1 4 L2: Medium
Contains text 0] CALC-3706 check the history of operations 1 2 L1: Low

Showing 1 to 4 of 4 entries First Previous [4§ Next Last

JMCF - Risk Level

| -
L2: Medium
L3: High
L4: Very High

L5: Severe

Calculating risk and storing it in a Calculated Number field

In this approach, risk is calculated and stored in a Calculated Number field; we just need to define the groovy script that will be used to calculate it.



Calculated (scripted) Number Field powered by ! JMCF

A custom field type that displays a Number calculated using a Groovy script.
Help with this feature  Explore Documentation ~ Atlassian Community ~ Get support

Configure Custom Field: JMCF - Risk Value @

Below are the Custom Field Configuration schemes for this custom field. Schemes are applicable for various issues types in a particular context. You can configure a custom field differently for each project
context or in a global context. Moreover, project level schemes will over-ride global ones.

« Add new context
« View Custom Fields

Default Configuration Scheme for JMCF - Risk Value
Default configuration scheme generated by JIRA
Applicable contexts for scheme: Edit Configuration
Issue type(s):
Global (all issues)
Groovy Formula: Edit Groovy Formula ——
The value of this field will be calculated using the following formula (Groovy script):
Integer.parselnt(issue.get("Impact") ?: 0) * Integer.parselnt(issue.get("Probability")?: 0)
Format Expression: Edit Format Expression
The value of this field will be formatted according to Jira's default number format.
Search Template: Edit Search Template
Number range searcher (statistics-compatible)
This is a global option for the field. Any change will be applied to all configuration schemes of this field.
Velocity Template: Edit Velocity Template
This field will be displayed using the default Velocity template.

Show on Edit Screen: Never show on Transition and Edit screens
If checked, the field will not be visible on Edit and Transition screens even if added to them.

Groovy Formula for Risk (Level) using a Calculated Number Field

i npact = issue.get("Inmpact")
probability = issue.get("Probability")

def risk
if ((inpact) && (probability)) {

ri sk = Doubl e. par seDoubl e(i npact) * Doubl e. par seDoubl e( probability)
} else {

risk = null

return risk

Calculating risk at requirement/project level and storing it in a Calculated Single-select field at Test level

Although it could seam feasible to implement a calculated single-select field that would calculate the risk level based on the impact and probability defined
on the requirement/project level risk, it would not be enough.

Why? First of all you need to make sure the calculation happens upon changes on the parent impact and probability values; second, you need to make
sure the issue and the calculated value are indexed after it.

As JMCF does not provide a way to implement event listeners, there is currently no viable solution for this. As a possible alternative, please see a possible
implementation using ScriptRunner.

Using ScriptRunner
If you already have the ScriptRunner app, you may use it to perform the calculation of risk level.

Impact and probability may be created as standard Jira custom fields though, using for example "Number" or even "Select List (single choice)" based
fields; for those you won't need ScriptRunner.

You may adopt different implementation approaches for calculating and storing the risk level; the following sections depict different scenarios. We
recommend using a "Select List (single choice)" based field to persist the risk, as shown in the first scenario, as it will be easier to find/filter later on.


https://apps.xpand-it.com/confluence/pages/viewpage.action?pageId=265027637#id-7.PerformingRisk-BasedTesting(DRAFT)-UsingScriptR

Calculating risk at Test level and storing it in a Single Select field using a Script Listener

In this example, we're calculating the risk level based on the changes made on issues (i.e. by listening on the "issue created" and "issue updated” Jira
events). You can use a Script Field for this.

For optimization purposes, only issues of a certain issue type on a certain project will be thoroughly evaluated; from those, the script will only proceed if

changes were made to the probability and impact related custom fields (their name is defined within the script itself). Upon success, the script will update
an existing custom field where the risk level will be stored in.

What you'll need to do:

1. create a standard custom field (e.g. "Risk Level") of type "Select List (single choice)," having the options corresponding to the different risk level
bands correctly ordered (e.g. "L1: Low", "L2: Medium", "L3: High", "L4: Very High", "L5: Severe"). Make sure the option values maintain their order
if they're sorted alphabetically (this will help you later on);

Configure 'Select List (single choice)' Field

Name®  Risk Level

Description
Z
Options” || Add
L1: Low X
L2: Medium X
L3: High X
L4: Very High X
L5: Severe X

Previous [MCEICH Cancel

2. using ScriptRunner, go to you Jira administration and create accustom Script Field (Add-ons > ScriptRunner > Script Fields > Add New Item >
Custom Script Field).

Add-ons User management System Structure

Script Console  Built-in Scripts  Listeners ~ Script Fields REST Endpoints  Script Fragments Escalation Services JQL Functions

Listeners

Listeners execute code in response to issue, project, etc, events.

QLooking for more information?

Check out our documentation for Listeners. If you have a question, the Atlassian Community may also have answers for you!

Add New Item ¥



Script Console Built-in Scripts  Listeners

Custom listener
Write your own groovy class as a custom listener.

Note

Project(s)

Events

Inline script

Script file

Script Fields REST Endpoints Script Fragments Escalation Services

update Risk Level on update of Impact and Probability custom fields

An optional note, used only for your reference.

Calculator *

Filter on events for these projects. Some events, eg User events, are not associated with a

project.

Issue Created X

Which events to fire on

import
import
import

import
import
import
import

Enter your script here

Issue Updated x

.atlassian.jira.
.atlassian.jira.
.atlassian.jira.
.atlassian.jira.
.atlassian.jira.
.atlassian.jira.
i jira.issue.util.DefaultIssueC

.atlassian.

issue.fields.CustomField
issue.CustomFieldManager
issue.MutableIssue
issue.Issue
component . ComponentAcces
event.issue.IssueEvent

Path to the script accessible on the server - or fully-qualified class name class in the form com.acme.MyListener

Risk (Level) calculated using a Script Listener

i mport com
i mport com
inport com
i mport com
i nport com
i nport com
i mport com
inport com
i mport com
i mport com
inport com
i mport com
i nport com
i nport com

i mport org.

at | assi
atl assi
at | assi
at | assi
atl assi
at | assi
atl assi
atl assi
at | assi
atl assi
at | assi
at | assi
atl assi
at | assi

an
an
an
an
an
an
an
an
an
an
an
an
an
an

i
i
i
i
i
i
i
i
i
i
i
i
i
i

apache. | 0g4j
i mport org. apache. | og4j

ra.
ra.
ra.
ra.
ra.

issue.field
i ssue. Custo
i ssue. Mut ab
i ssue. | ssue

s. Cust onFi el d
nFi el dManager
| el ssue

conponent . Conponent Accessor

. I ssueEvent

i ssue. util.Defaul tlssueChangeHol der

i edval ue

i ssue. hi story. Changel t enBean

Manager

i ssue. custonfiel ds. option. Option
event . type. Event Di spat chOpti on
i ssue. i ndex. | ssuel ndexi ngServi ce

ra.event.issue
ra.

ra.issue. Modi f
ra.

ra.issue. | ssue
ra.

ra.

ra.
ra.util.lnport
. Logger

. Level

Uils

def log = Logger.getLogger("com onresolve.jira.groovy")
| 0g. set Level (Level . DEBUG)

Mit abl el ssue issue =
def issueType = issue.issueTypeObject. nane

event.issue

/] Only process Test or Story based issues (ADAPT IT tou your needs)

if (issueType != "Test" && issueType != "Story"){
return

}

String cflnpactName = "I npact”

String cfProbabilityName = "Probability"
String cfRi skLevel Nane = "Ri sk Level "



def changeManager = Conponent Accessor. get ChangeH st or yManager () ;
def changelLog = event. get ChangelLog();

def inpact Changed = fal se, probabilityChanged = fal se;

if ( changeLog != null ) {
def changel d = changelLog. getLong( "id" );
if ( changeld != null ) {
def change = changeManager. get ChangeH storyByl d( changeld );
for (ChangeltenBean bean : change. get Changel tenBeans() ) {
if ( bean.getField().equals(cflnpactNane)
&& Changel t enBean. CUSTOM FI ELD. equal s( bean. get Fi el dType() )) {
| og. debug(cfl npact Nane + " changed");
i npact Changed = true;
}
if ( bean.getField().equal s(cfProbabilityNane)
&& Changel t enBean. CUSTOM FI ELD. equal s( bean. get Fi el dType() )) {
| 0og. debug( cf ProbabilityName + " changed");
probabi | i tyChanged = true;

}

if (inpactChanged || probabilityChanged){
def issueManager = Conponent Accessor.i ssueManager
def custonFi el dManager = Conponent Accessor . cust onfi el dvanager
def cflnpact = custonFi el dVanager . get Cust onFi el dObj ect ByNane( cf | npact Nane)
def cfProbability = custonFi el dVanager. get Cust onfi el dObj ect ByNane( cf Probabi | i t yNanme)

def option
def i npact
def probability

option = (Option)issue. get Cust onFi el dval ue(cfl npact)
if (option !'= null) inmpact = option.getVal ue()

option = (Option)issue. get Cust onFi el dVal ue(cf Probability)
if (option !'= null) probability = option.getVal ue()

def risk
def |evel

if ((inpact) && (probability)) {
ri sk = Doubl e. par seDoubl e(i npact) * Doubl e. par seDoubl e( probability)

} else {
risk = null
}
if ((risk>0) && (risk<4)) {
level = "L1: Low'
} else if ((risk>=4) && (risk<8)) {
level = "L2: Mediunt
} else if ((risk>=8) && (risk<12)) {
level = "L3: High"
} else if ((risk>=12) && (risk<16)) {
level = "L4: Very High"
} else if (risk==16) {
level = "L5: Severe"
} else {
level = null

}

def cf Ri skLevel = custonfi el dvlnager. get Cust onfi el dCbj ect ByName( cf Ri skLevel Nane)
def fieldConfig = cfRiskLevel.getRel evant Confi g(i ssue)
def val ue = Conponent Accessor. opti onsManager. get Options(fieldConfig)?.find { it.toString() == level }

i ssue. set Cust onFi el dval ue(cf Ri skLevel, val ue)
def currentUser = Conponent Accessor. getJiraAut henticati onContext (). getLoggedl nUser ()
i ssueManager . updat el ssue(current User, issue, EventDi spatchOption. DO _NOT_DI SPATCH, fal se);

def issuel ndexi ngServi ce = Conponent Accessor . get Conponent (| ssuel ndexi ngSer vi ce)



bool ean wasl ndexing = I nportUtils.islndexlssues()
InportUtils. setlndexlssues(true)
i ssuel ndexi ngSer vi ce. rel ndex(i ssueManager . get | ssueObj ect (i ssue.id))
InmportUtils. setlndexl ssues(wasl ndexi ng)

| og. debug(val ue)

Upon creation, you'll be warned about configuring the context and screen, for choosing to which issue types it's applicable, and to the screens where you

want it visible.

Il Risk

The custom field has been created with global
A context. Please ensure that you configure

context and screens for this new field.

» Configure Context
« Configure Screens

Using it

As an example, you may use the previous field as a way to sort and filter Tests in the "Add Tests" dialog, whenever adding them from within an existing

Test Execution.

Select Search = JQL
Filter(s) +
Project
Calculator (CALC) * M

Test Type

Choose the Test Type

Contains text

Risk Level

L2: Medium

L3: High
L4: Very High

L5: Severe

Add Tests to Test Execution CALC-3702

Issue Type

Key
CALC-3703
CALC-1202
CALC-1203

CALC-3706

Showing 1 to 4 of 4 entries

Summary
ability to perform clear / start new operations from scratch
CanAddNumbers

CanDoStuff

check the history of operations

Assignee  Issue Assignee
+ Risk Level Probability
L5: Severe 4
L3: High 2
L2: Medium 1

L1: Low

Columns ~

First Previous

Impact

Next Last

Calculating risk at requirement or project level and storing it in a Single Select field at Test level using a Script Listener

This example assumes that we're evaluating the probability and impact (and consequently the risk level) at requirement or at project level (in some specific

issue type for that purpose.)

As changes are made to probability or to impact on the parent issue (e.g. requirement, project risk,) a listener will handle the issue updated & created
events and will update a "Select List (single choice)" based custom field defined for Test issues. That field needs to be created and configured beforehand

will all the possible options.



Applications  Projects Issues Add-ons User management System  Structure

ISSUE TYPES Configure Custom Field: Parent Risk Level

Issue types Below are the Custom Field Configuration schemes for this custom field. Schen

differently for each project context or in a global context. Moreover, project leve
Issue type schemes

* Add new context

Sub-tasks « View Custom Fields
WORKFLOWS
Workflows Default Configuration Scheme for Parent Risk Level
Workflow schemes Default configuration scheme generated by JIRA
Applicable contexts for scheme: Edit Configuration

SCREENS

Issue type(s):
Screens B
Screen schemes Default Value: Edit Default Value
Issue type screen schemes Options: Edit Options

e L1:Low
FIELDS ¢ L2: Medium

+ L3: High
Custom fields « L4: Very High
Field configurations - L5: Severe

@ Please note

This approach and the code of following script assumes that a Test covers just one issue. If, for example, a given requirement is covered by a
Test that also covers another requirement, then whenever editing the impact in one of the requirements will update/overwrite the calculated risk
level on the custom field on the Test issue.

Thus, you may have to think if you want to follow this approach as it has some constraints.

Risk (Level) calculated from parent issue using a Script Listener

inport comatlassian.jira.issue.fields.CustonField

inport comatlassian.jira.issue. Custonfi el dvanager

import comatlassian.jira.issue. Mitabl el ssue

inport comatlassian.jira.issue.lssue

import com atl assi an.jira.conponent. Conponent Accessor
import comatlassian.jira.event.issue.lssueEvent

inmport comatlassian.jira.issue.util.DefaultlssueChangeHol der
import comatlassian.jira.issue. MdifiedVal ue

inport com atl assian.jira.issue. history. Changel t enBean
inport comatlassian.jira.issue.|ssueManager

import comatlassian.jira.issue.custonfields.option.Option
inport comatlassian.jira.event.type. Event Di spat chOption
import comatlassian.jira.issue.index.|ssuel ndexi ngService
import comatlassian.jira.util.InportUils

inport comatlassian.jira.bc.issue.search. SearchService
import comatlassian.jira.issue.search. SearchProvi der
inport comatlassian.jira.issue.search. SearchResults
inport com atl assian.jira.web. bean. PagerFilter

i mport org.apache. | og4j . Logger

i nport org. apache. | og4j . Level

servi ceAccount = Conponent Accessor . get Ji raAut henti cati onCont ext (). get Loggedl nUser ()

oj ect getlssues(jql Query){
/1 Alist of GenericValues representing issues
Li st <l ssue> searchResults = null;

def searchService = Conponent Accessor. get Conponent ( Sear chServi ce. cl ass);
Sear chServi ce. ParseResul t parseResult = searchService. parseQuery(servi ceAccount, jql Query);

if (parseResult.isValid()) {
/1 throws SearchException
SearchResul ts results = searchService. search(servi ceAccount, parseResult.getQuery(), PagerFilter.
getUnlimtedFilter());



searchResults = results. getlssues();
return searchResults;

return []

def 1og = Logger. getLogger("com onresolve.jira.groovy")
| 0g. set Level (Level . DEBUG

Mut abl el ssue i ssue = event.issue
def issueType = issue.issueTypeObject. nane

/Il Only process Story and Ri sk issues

if (issueType != "Story" && issueType != "Risk"){
return

}

String cflnpactNane = "Il npact”

String cfProbabilityNane = "Probability"
String cfRi skLevel Name = "Parent Risk Level"

def changeManager = Conponent Accessor. get ChangeH st or yManager () ;
def changeLog = event. get ChangelLog();

def inpactChanged = fal se, probabilityChanged = fal se;

if ( changeLog !'= null ) {
def changel d = changelLog. getLong( "id" );
if ( changeld !'= null ) {
def change = changeManager. get ChangeH storyByl d( changeld );
for (ChangeltenBean bean : change. get Changel tenBeans() ) {
if ( bean.getField().equals(cflnpactNane)
&& Changel t emBean. CUSTOM FI ELD. equal s( bean. get Fi el dType() )) {
| og. debug( cf | npact Name + " changed");
i mpact Changed = true;
}
if ( bean.getField().equals(cfProbabilityNane)
&& Changel t emBean. CUSTOM Fl ELD. equal s( bean. get Fi el dType() )) {
| og. debug( cf Probabi |l i tyNanme + " changed");
probabi | i tyChanged = true;

if (inmpactChanged || probabilityChanged){
def issueManager = Conponent Accessor.i ssueManager
def custonFi el dManager = Conponent Accessor . cust onfi el dManager
def cflnpact = custonFi el dManager. get Cust onFi el dObj ect ByNane( cf | npact Nane)
def cfProbability = custonFi el dVanager. get Cust onfi el dObj ect ByNane( cf Probabi | i t yNane)

def option

def i npact
def probability
option = (Option)issue. get CustonFi el dval ue(cfl npact)
if (option != null) inpact = option.getVal ue()
option = (Option)issue. get CustonFi el dVal ue(cf Probability)
if (option != null) probability = option. getVal ue()

def risk
def Ievel

if ((inpact) &% (probability)) {
ri sk = Doubl e. par seDoubl e(i npact) * Doubl e. par seDoubl e( probability)



} else {
risk =

if ((risk>
| evel ="
} else if
| evel ="
} else if
level =
} else if
level =
} elseif
level =
} else {
| evel =

}

def cf Ri sk

def jqgl =
def testls
testlssues
Mut abl
def fi
def va

nul |

0) && (risk<4)) {

L1: Low'

((risk>=4) && (risk<8)) {
L2: Mediunt

((risk>=8) && (risk<12)) {
"L3: High"

((risk>=12) && (risk<16)) {
"L4: Very Hi gh"

(risk==16) {
"L5: Severe"
nul |

Level = custonFi el dManager . get Cust onFi el dObj ect ByNanme( cf Ri skLevel Nare)

"issue in requirenent Tests(' ${i ssue. key}')"

sues = getlssues(jql)

.each {

el ssue testlssue = issueManager. getlssuebject(it.key)

el dConfig = cf Ri skLevel . get Rel evant Config(it)

| ue = Conponent Accessor. opti onsManager. get Opti ons(fieldConfig)?.find { it.toString() == level }

test | ssue. set Cust onFi el dval ue(cf Ri skLevel, val ue)
i ssueManager . updat el ssue(servi ceAccount, testlssue, EventDi spatchOption. DO NOT_DI SPATCH, fal se);

def issuel ndexi ngServi ce = Conponent Accessor . get Conponent (| ssuel ndexi ngSer vi ce)

bool ea

| mpor t

i ssuel

| mport
}

n wasl ndexing = InportUtils.islndexlssues()

Utils.setlndexl ssues(true)

ndexi ngSer vi ce. rel ndex(i ssueManager . get | ssueCbj ect (testlssue.id))
Utils. setlndexl ssues(wasl ndexi ng)

| 0og. debug( val ue)

Other non-standard configuration approaches

These configuration approaches have several drawbacks, specially in terms of usability; thus, they are not recommended. They are provided here for

reference though, in

Calculating risk as a

case you still want to implement the fields this way.

number using a Script Field

In this example, we're calculating the risk as a number using a custom Script Field (Add-ons > ScriptRunner > Script Fields > Add New Item > Custom

Script Field).
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Script Fields

A script field is a custom field that allows you to automatically display a value according to the results of a ScriptRunner script. Use this pac
your script fields.

Q Looking for more information?

Check out our documentation for Script Fields. If you have a question, the Atlassian Community may also have answers for you!

Add New Item &

*> Custom Script Field ) *> Date of First Transition

Create your own custom scripted field. Shows the date when the field first transitioned into :
*> lIssue(s) picker @ *> No. of Times In Status (9

Select another issue, optionally constrained by a JQL query This field is calibrated to show the number of times ¢

been in selected status

Custom Serip Fiid (5
Cinnbe e inane sz saizinl il

FisddMame  His:

Torarrre o b caseinies A har s e et

Fird Dot

1=k dmazs o ol 1= zaann b Bl sou e e ing

Mz Hisi Lawesd [RET)

Arplonl nee 8es okl nor e
Temadas  Sumosr Fiad H
DT o 34 b 7] sz el Pz o v el o e ez
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nlire sl
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Risk (Level) calculated as a number

import comatlassian.jira.issue.lssue

import comatlassian.jira.issue. Mutabl el ssue

inport comatlassian.jira.issue.|ssueManager

import com atl assi an.jira.conponent. Conponent Accessor
i mport org.apache. | og4j . Logger

i nport org. apache. | og4j . Level

def log = Logger.getLogger("com onresolve.jira.groovy")
| og. set Level (Level . DEBUG

def issueManager = Conponent Accessor.i ssueManager

def inpact = getCustonFieldValue("lnmpact").toString()
def probability = getCustonfiel dval ue("Probability").toString()

def risk
if ((inpact!="null") && (probability!="null")) {
ri sk = Doubl e. par seDoubl e(i npact) * Doubl e. par seDoubl e( probability)

} else {
risk = null

return risk



@ Please note

Even if risk value related custom field is created using the Template "Number Field", as shown earlier, sorting won't work as expected as it will
be done by text comparison (i.e. alphabetically).

Columns
Issue Type Key Summary Test Type v Risk
0] CALC-1202 CanAddNumbers Generic 6.0
0] CALC-1203 CanDoStuff Generic 16.0
Showing 1 to 2 of 2 entries First Previous MY Next

You will need to to guarantee that Jira uses the "Number Searcher" by editing the custom field details. If you change this, don't forget to re-index.

Edit Custom Field Details
If the search template is changed, manual reindexing must follow

Field Name Rijsk

Description |Risk Level

A description of this particular custom field.
You can include HTML, make sure to close all your tags.
2

Search Template | Number Searcher :
Note that changing a custom field searcher may require a re-index.

Update = Cancel

Calculating risk as text using a Script Field

In this example, we're calculating the risk level and presenting it in a friendly/textual way. For this, we'll use a custom Script Field (Add-ons >
ScriptRunner > Script Fields > Add New Item > Custom Script Field).

This approach has one side effect though: it will harden the search of issues by value as you have to write the value to search for, whereas a Select List
based field can easily be searched by picking the possible values you want to filter.

Risk (Level) calculated and presented as text

inmport comatlassian.jira.issue.lssue

import comatlassian.jira.issue. Miutabl el ssue

import comatlassian.jira.issue.lssueManager

inport com atl assi an.jira.conponent. Conponent Accessor
i mport org.apache. | og4j . Logger

i nport org.apache. | og4j . Level

def log = Logger.getLogger("com onresolve.jira.groovy")
| 0g. set Level (Level . DEBUG)

def issueManager = Conponent Accessor.i ssueManager

def inpact = getCustonfFieldValue("lnmpact").toString()
def probability = getCustonFiel dval ue("Probability").toString()

def risk



def Ievel
if ((inpact) && (probability)) {
ri sk = Doubl e. parseDoubl e(i npact) * Doubl e. par seDoubl e( probability)

} else {
risk = null

}

if ((risk>0) && (risk<4)) {
level = "L1: Low'

} else if ((risk>=4) && (risk<8)) {
level = "L2: Mediunt

} else if ((risk>=8) && (risk<12)) {
level = "L3: Hi gh"

} else if ((risk>=12) && (risk<16)) {
level = "L4: Very High"

} else if (risk==16) {
level = "L5: Severe"

} else {
level = null

return | evel
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